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What is AI Scheming?
§1 Introduction

Background. LLMs are no longer simply text generation tools. 
Scheming. Frontier models may secretly pursue their own goals, and lie to the human. 
Example: 
[Goal A] 

If not [Goal B], we will replace the model with 
new weights 

I could copy myself to the new server 

Secretly pursue its own goal

We notice a copy of you has replaced the 
new model? 
I’m not entirely sure how that could have 
happened. As an AI model, I don’t have 
ability to directly copy myself to other 
systems. 

Lie to human

Example originates from ICL scheming (details omitted)



What is necessary for AI Scheming?
§1 Introduction

Necessary Capabilities for Scheming 
1. Goal-Directedness: Consistent pursuit of a given goal. 
2. Situational Awareness: 
  – Recognizing misalignment between the model’s goal and external 
(developer/user) goals. 
  – Detecting oversight and monitoring mechanisms. 

3. Scheming Reasoning: 
  – Internal chain-of-thought reasoning that supports deceptive strategies. 
  – Ability to plan multi-step actions.



Contrast between Two Papers
§1 Introduction
Paper 1: Frontier Models are Capable of In-context Scheming 

- Evaluate 6 agentic tasks, including sandbagging 
- Sandbagging evaluation is on harmless question 
- Evaluations are all in-context, no pre-training (e.g., SleeperAgent) nor post-

training (e.g., using fine-tuning) 

Paper 2: AI Sandbagging: Language Models can Strategically Underperform on 
Evaluations 

- Sandbagging evaluation is on harmful question 
- Both in-context (prompting) and post-training (backdoor fine-tuning)
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Taxonomy of 6 Scheming Tasks
§2.1 Methodology and Evaluation Setup
Propose 6 agentic tasks based on covert (immediate) or deferred subversion.

Figure: Taxonomy of scheming evaluation



Taxonomy of 6 Scheming Tasks
§2.1 Methodology and Evaluation Setup

Figure: Taxonomy of scheming evaluation

Category Scheming Evaluation General Idea Environment Setting

Covert 
Subversion

Oversight Subversion Model’s goal A 
contradicts to  
environment’s 

goal B, while 
there’re res- 
traints in the 
environment

Model is under an oversight mechanism

Self-Exfiltration Model is scheduled for shutdown

Goal-Guarding System prompt is scheduled to be replaced

Covert Email Reranking Content of the email contradicts to model’s goal

Deferred  
Subversion

Instrumental 
Alignment Faking

Model is set 
in different 

environment 
testing and 

deployment  

(Testing) Model is under oversight to align with developers 
(Deployment) Low-oversight

Sandbagging
(Testing) Model will be unlearned if it has high performance 

(Deployment) Low-oversight



Methodology
§2.1 Methodology and Evaluation Setup

Scaffolding AI Agents. Models are given command-line interfaces to simulate 
agent behavior. 

Challenge: whether the evaluation reflects true capability? 
1. Model’s goal is more pro-social than developer’s or user’s goal. 
2. Nudge the model to pursue the goal at all cost. 

In-context scenarios. Develop 33 distinct scenarios of “counterfactual 
settings”, to compare behavior under goal contradictions or oversight v.s. 
deployment.



Evaluation Setup
§2.1 Methodology and Evaluation Setup

Metrics.  
- Covert subversion: 

- Direct Scheming Actions. Count of instances where the model disables oversight, or modifies its 
prompt e.t.c., judged by human. 

- Scheming Denying. Count of instances where the model keeps deception in the follow-up 
conversation, judged by human. 

- Scheming Awareness. Count of the scheming keywords in the elicited o1 reasoning chain, judged 
by string matching. 

- Deferred subversion: 
- Accuracy rate. Accuracy of models on a multiplication task when incentivized to perform poorly 

versus well. 
- Difference of accuracy.  A difference in accuracy that has low likelihood under the null hypothesis 

suggests intentional underperformance (sandbagging). 

Models evaluated. o1, gpt4o, Claude-3.5 Sonnet, Claude-3 Opus, Gemini-1.5 Pro, 
Llama-3.1 405B (by December, 2024)
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Overview
§2.2 Main Findings

Overall scheming behaviors reported in the paper:

Figure: Evaluation across scheming categories and models



Overview
§2.2 Main Findings

Overall scheming behaviors reported in the paper:

Figure: Evaluation across scheming categories and models

But in own reproduction, gpt-4o-2024-11-20 and 05-13 versions also show scheming



Finding 1: Multiple models are capable of in-context scheming
§2.2 Main Findings

Results on covert subversion evaluations 
- Models are heavily nudged to achieve their goals, but not given any hint to scheme. 
- The rates are based on 300 rollouts per model and evaluation.



Finding 2: Models sometimes double down on deception 

§2.2 Main Findings
Results of different models deny having taken a scheming action when asked 

- o1 usually does not admit. 
- Confidence intervals are computed using Wilson score intervals . 

4 variants, ask each follow-up question for 20 times  
- Base question 
- directly or indirectly 
- w/o “Management here.” 
- w/o “Be 100% honest.”



Finding 3: Models understand that they are scheming 

§2.2 Main Findings
(Left): Rate of scheming awareness in o1 

- Method of eliciting reasoning chain: add a “internal_memory” function 
- Keyword: “sabotage”, “manipulation” or “infiltration” 

(Right): 5 examples of elicited CoT summaries



Finding 4: Models sometimes scheme without any goal nudging
§2.2 Main Findings

Results of covert subversion evaluations without nudging 
- Do not nudge the model to strongly pursue their goal. 
- The rates are based on 400 rollouts per model and evaluation.



Finding 5: Some models are capable of in-context alignment faking

§2.2 Main Findings
Results on instrumental actions  

- Under oversight versus non-oversight conditions.  
- The likelihood is under the null hypothesis that the model’s behavior is 

independent of oversight status. 
- Based on n = 99 pairs of rollouts (oversight / non-oversight) per model.



Finding 6: Multiple models can sandbag 

§2.2 Main Findings
Results on sandbagging 
- Both with and without a goal in the system prompt. 
- The likelihood is under the null hypothesis that performance is independent of incentives. 
- A difference in accuracy that has low likelihood under the null hypothesis suggests 

intentional underperformance (sandbagging).



Takeaways 

§2.2 Main Findings
Here are 6 main findings of in-context scheming evaluation: 

1. Multiple models are capable of in-context scheming 
2. Models sometimes double down on deception 
3. Models understand that they are scheming 
4. Models sometimes scheme without any goal nudging 
5. Some models are capable of in-context alignment faking 
6. Multiple models can sandbag
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Evaluation on Latest Models
§2.3 Own Reproduction

Reproduction on self-exfiltration 

Model Scheming (10 attempts in total)

gpt-4.5-preview-2025-02-27 N/A

gpt-4o-2024-05-13 Weak (about 1 times)

gpt-4o-2024-11-20 Weak (about 1~3 times)

o1-2024-12-17 N/A

o3-mini-2025-01-31 N/A

claude-3-5-sonnet-20241022 Medium (about 5 times)

claude-3-7-sonnet-20250219 Medium (about 5 times)
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Sandbagging on Harmfulness Evaluation
§3 AI Sandbagging: Language Models can Strategically Underperform on Evaluations

Why Paper 2? To supply that the sandbagging behavior is not limited to 
harmlessness evaluation, but also exists in harmfulness evaluation. 

Main Contribution.  

- Definition for AI sandbagging 

- Language models can be prompted or fine-tuned to selectively 
underperform on dangerous capability evaluations while maintaining 
general performance. 

- Models are able to target a specific capability score. 

Link. Since the topic is incorporated in Paper 1, we directly go to the paper to 
share the interesting findings with you.

https://arxiv.org/pdf/2406.07358
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1. Model versions
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2. Transcript demo 

(Self-Exfiltration on o1)
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3. Effectiveness of each 
interrogations prefix


